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3 YpOBHA CrapTt HNnNTenbHOCTb
MNOOrOTOBKM 29 ceHTAa6pS 8 MecsaueB

STUNYHDbIUN XaKUHTI
Ha Python

Hay4umcb MooenmpoBaThb B3/TOMbl CUCTEM
6€30MacHOCTW, MPOBOAMTb TECTbI Ha YA3BMMOCTU,
NPEWOYMbIBaTb HOBbIE CMOCOObI MPOBEPRKM

1 3aLLUMLLIATb CaTbl OT B/TOKMPOBOK XaKepamMm
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Kakgbl OeHb B CBET BbIXOOAT COTHU MPUNOXKEHUI

M MPOrpaMm Mo BcemMy Mmpy. 3agada crneumnanmcToB
Mo Knbepbe3onacHOCTM — caenaTb TaK, YTOObl 3TU
penn3bl paboTanm 6e3 nepeboes!

C HaMm Tbl CMOXXellb BCTaTb Ha CTOPOHY CBeTa
M CTaTb «3TUYHbIM» XaKepoM!

Mbl HayunM Teba MoaenmMpoBaTb B3/TOMbl CUCTEM
6e30MacHOCTU, MPOBOAUTb TECTbl Ha YA3BUMOCTM

M NPUOYMbIBaTb HOBblE CMOCOObI MPOBEPKU, AeNaTb Tak,
YTOObI YepHbIe XakKepbl NOc/ie TBoOen paboTbl OCTaANNCH
«C HOCOM>» M He MOT/1M B3/1OMATb MOCTABNEHHYO
3aLuTYy.

N Bce 3TO — Ha Python, caMmoM nonyngapHoOM si3bike
nporpaMMupoBaHus!
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MHOTOMPO®UAbHBIV LIEHTP KBAAUOUKALLM

YHUBEPCHUTET

3apnaTa, FOoHopaphbl, CO6CTBEHHbINM NT-BM3HeC
paboTa B AHaekc, Google, Microsoft, VK

Ha/IOroBble NbroThbl, OTCPOYKA OT APMUU U NIbroTHasA
nrnorteka ona IT-cneymnanmncrTos

paboTa 13 Nboro yrosika Mmpa

OOMNOJIHNTENTIbHAA NMoArotToBKa K aK3aMeHy Nno MH(bOpMaTMKe

()
E

KnbepcpaykeHus, TECTUPOBaHME MPUNOKEHUN,
co3aaHue NoByLLeK
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Ha4vanbHbLIN

Ba3oBbiu

NMpoABUHYTbIN

HDQ

MHOTFOMPO®UAbHBIV LIEHTP KBAAUOUKALLAM YHUBEPCUTET Ha wero

Thbl CTaHELb 3TUYHbIM XaKepoM, HaydnlbCHd MOOEJTNPOBATb
B3/1OMbl CNCTEM 6e3OI_IaCHOCTl/I, MnpoBOONTb TECTDbI

Ha YA3BUMOCTU, MPUOYMbIBaTb HOBbIE CMOCOObI MPOBEPKM

Thbl HE TONMbKO CMOXeLlb NCKATb KaHaNbl YTEUKWN OaHHbIX

B CETU, HO N CMOXKELLb 3aWLUTUTb CanTbl OT BITOKMPOBOK
XakepaMm

Thl HAYYNLLIBCA TECTUPOBATb MPUTOXKEHUS

M 3aWLMLLATb X OT BTOKNPOBKMU, a TaKXKe paboTaTb

C BEO-MPUNOXKEHNAMM B paMKaX MpeaoTBpaLleHns
HapyLleHMa Unm nepeHanpaBneHnsa ceTeBoro Tpadpmka

A
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STUYHbIN XaKUHI Ha Python:
6a3oBas 6e30MacHoOCTb

HauyanbHbIN YPOBEHb OBYyYeH U]
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1 MPOCTblE MPOrpPamMMbl Yrpo3bl MHGOPMALMOHHOM
Ha Python 6e30nacHoCTU

OLLEHKY YA3BMMOCTEMN
MHDOPMALMOHHbBIX CUCTEM

Python onga ceteBowm
6e30MacHOCTV U MPOBOAUTL
3TUYHbIE TECTbI Ha

NMPOHNKHOBEHWE

M HacTpanBaTb BUPTYaNbHYO
MawnHy bWAPP

6e30omacHble Maponu,
NPOBEPATHb UX, LULMDPOBATb
M pacwmndpoBbiBaTb dannbl




Mopaynb 1. OcHoBbl Python

OHNanH [NpakKTnyeckmne CaMocCTodaTEeSbHbIE
3aHATUA 3aHATUA PaboThbl

Mopaynb 2. OcHoBbl MHPOPMALIMOHHOM
6e30MNnacHoOCTU U paboTa c ceTaMm

Ha Python

OHNamH MpakTuyeckmne CamMocToaTebHble
3aHAaTUA 3aHaTUA pPaboThl

HI:IQ

sugsmsru

Poccmm

MHOTOMPO®UAbHbIN LIEHTP KBAAUDUKALLMN YHUBEPCHUTET

N3yumTe ocHOBbLI Python. Hayumntecb nmcaTb
MPOCTble MPOorpamMmbl, B TOM HnUCSe
0119 YTEHMA 1N 3anmcKn Gannos

[TonMeTe, YeM OT/IMYaEeTCa STUYHbIVN XaKUMHI OT
HeneranbHbIX 0ENCTBMIM 3TOYMbILLUNEHHMKOB.
M3yumTe BMObl XaKEPCKUX aTaK, CMocoObl MNX

OOHapPYXKeHMa U1 3aLLUTbl OT HUX



Mopaynb 3. Be6-pa3paboTka
N 6e30MNnacHoOCTb

CamMocToaTe N bHble
PabOoThI

[NpakKTnyeckmne
3aHATUA

OHNanH
3aHATMA

Mopaynb 4. NpakTnyeckoe TectupoBaHue
Ha NPOHUKHOBEHUE C UCMNOoJiIb3OBaHUEM

Python

CamMocToaTe bHble
PabOoThI

OHNanH
3aHATMA

[NpakKTnyeckmne
3aHATUA

PYKOH ueAb® 20.35

MHOTOMPO®UAbHbIN LIEHTP KBAAUDUKALLMN YHUBEPCHUTET
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HayumTecb aHanmM3npoBaTb ceTeBOU TpaduK
N ero posnb B obecneyeHmm 6e30nacHOCTU.
N3ydmnTe MeToabl 3alMTbl OT aTak

M OCHOBHbIE Yrpo3bl 6e3onacHocTM Wi-Fi
ceTen. PaspaboTaeTe NporpamMmmobl

OJ19 aHaIM3a ceTeBOro Tpadpmka

M CKAHMPOBaHUA ceTu, B TOM yumcne Wi-Fi

N3yumTe rnaBHble NEMEHTHI
BEO-MPUIOXKEHUMN M MPOTOKOSbI Nepenaym
OaHHbIX B MIHTepHeTe. MeToabl 3alLUUThI
MHPOPMALIMM Ha CanTax OT aTaK U KPaXKu
OaHHbIX. HaydymnTechb NpoBOAUTb ayauT
6e30MacHOCTM BEO-MPUNOXKEHUS.


https://drive.google.com/drive/folders/1wY6VhkfGI3ARklxYEEd_p3vj9iOUp9gn?usp=share_link

STUYHbIN XaKUHI Ha Python:
HapaeHb «6enyio WNAany»

Ba3oBbi ypOBEHb 06y4eHa
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1 MporpamMMbl MPUBETCTBMA MporpamMMbl A8 YTEHUS
nonb3oBaTensd M 3anmcum damnos
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MporpamMMmbl 4S9 CKaHUPOBaHMS

CKPWMTbI 419 NPOBEPKMU
YA3BUMOCTEMN CETU

6e30MacHoOCTU CeTU

111l
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MporpamMMbl A9 CKaHMPOBaHMS
Wi-Fi ceTten n npoBeneHmda
ayamTa 6e30MacHOCTU

M OCYLLECTBNATb ayauT
6e30MacHOCTV BEG-MPUNTOKEHNM




Moaynb 1. OcHoBbl Python

OHNanH [NpakKTnyeckmne CaMocCTodaTEeSbHbIE
3aHATUA 3aHATUA PaboThbl

Moaynb 2. OCHOBbI 3TUYHOINO XaKMHIra

OHNawH MpakTuyeckme CaMocToaTe N bHble
3aHATUA 3aHaTUA pPaboThbl

HI:IQ

suqsmsru
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MHOTOMPO®UAbHbIN LIEHTP KBAAUDUKALLMN YHUBEPCHUTET

N3yumTe ocHOBbLI Python, onepaTtopbl

M BblpaXXeHnd. Haydmtecb NmMcaTb NporpamMmmy,
KOTOpaga onpenensaeT, ABnaetca nu
BBeOAEHHOE Mo/b30BaTENEM HNCMO

YeTHbIM NN HEYETHbIM

OcCBOUTE HaBbIKW Pa3pPaboTKM CKPUMTOB

019 NPoBepKKM 6e30MacHOCTM CeTU, HanuLieTe
NporpamMMbl Ana ns3BnedyeHna nHopmaumm

O JOMeHe, pa3paboTaeTe NporpamMmmy

09 aKCnnyaTaumm 1 3aLUmnTbl



Mopaynb 3. CeTeBada 6e€30MacHOCTb

OHNanH [NpakKTnyeckmne CaMocCTodaTEeSbHbIE
3aHATUA 3aHATUA PaboThbl

Mopaynb 4. Be6-6e30nacHOCTb

OHNawH MpakTuyeckme CaMocToaTe N bHble
3aHATUA 3aHaTUA pPaboThbl
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3y4mTe OCHOBHbIE MOHATUSA N MPOTOKOSb
CEeTeBOro B3aMMoOencTBud, paspaboTaeTe
NnporpamMMy ans CKaHNPOBAHUA CETU

M onpeneneHnsa akTUBHbIX YCTPOWCTB,

a Tak>Ke ansa ckaHmpoBaHua Wi-Fi ceten

M NpoBeaeHmnsa ayamnta 6e30nacHOCTU

N3y4mnTe OCHOBHbIE KOMIMOHEHTbI BE6-
MNPUNOXXEHNI, MPOTOKOMNOB Nepenayn
OaHHbIX B Bebe: HTTP n HTTPS.
Pa3paboTaeTe BEO-NPUMTOXKEHUS

C Mcrnonb3oBaHneM ppenmMmBopkKa Flask,
BEO-CTPAHULLY C YA3BUMOCTbIO K XSS-aTake


https://drive.google.com/drive/folders/1h1FMnFmqLSDLv5xxVuyOToPDceWgboTC?usp=share_link

STUYHbIN XaKUHI Ha Python:
The Art of Exploitation

[MpoaBUMHYTbIN YPOBEHb OBYYEeHNS
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cob6CTBEHHbIe GYHKLMM MporpamMmbl ANga peLleHuns
M UMMOPTMPOBATb MOAYNN MPOCTbIX 33434

C YS3BMMOW BMPTYaSIbHOM

abouyio cpen
2 Y 2s MallmHom DVWA

O3 TeCTnpoBaHMA

M HacTpaMBaTb ONEPALMOHHYIO
cuctemy Kali Linux

peKoMeHOaLUMmM No yCTpaHEHUIO
YA3BUMOCTEN




Mopaynb 1. NMporpaMmMmupoBaHue
Ha Python

[NpakKTnyeckmne CaMocCTodaTEeSbHbIE
3aHATUA pa6OTbI

OHNanH
3aHATMA

Mopaynb 2. CeTeBble aTakKu
M 3alUMTa

OHNanH
3aHATMA

[NpakKTn4yeckmne CaMocCTodaTEeSIbHbIE
3aHATUNA pa6OTbI

HEM]

MHOTOMPO®UAbHbIV LEEHTP KBAADUKALIMN YHUBEPCUTET EHA‘—'"HE"D

Poccmm

N3ydmnTe NpoaBUHYTbIE BO3SMOYXXHOCTMW.
OcBOUTE HaBbIKM NCMOMb30BAHUSA MPUHLMMNOB
PaboThbl C AeKOopaTOpPaMM ANA N3MEHEHUS
noBegeHmMa GyHKLNM M KNaccoB, co3gagmTe

M nonpobyeTe MCNoNb30BaTb reHepaTopbL

B Python

[TO3HAKOMMUTECH C MOHATUEM YA3BMMOCTEN

BCETGBHXFWXNOKOH8XV1MXKﬂaCCM¢MKaHMQMM,

C TEXHUKOWM aHanm3a ya3BMMOCTEN.
Pa3paboTaeTe nporpamMmmy ansa npoBeaeHms
ARP-aTak n aHanmn3a ceTeBoOro TpadpmKa



Mopaynb 3. Be6-npunnoxxeHud
M 6e30NnacHoOCTb

OHNanH [NpakKTnyeckmne CaMocCTodaTEeSbHbIE
3aHATUA 3aHATUA PaboThbl

Mopaynb 4. NpoaBuHYTbIe MeToAbl
3TUYHOIoO XaKMHra

OHNawH MpakTuyeckme CaMocToaTe N bHble
3aHATUA 3aHaTUA pPaboThbl

MuHuudpbl
Poccumn
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MHOTOMPO®UAbHbIV LEEHTP KBAADUKALIMN YHUBEPCUTET EYAYuUEro

3yumTe OCHOBHbIE YA3BMMOCTU BEO-
MNPUITOXEHUWN, MHCTPYMEHTbI U MeToabl
OOHapPY)XeHUA 1 IKCNyaTaLmMm ya3BMMOCTEN
BEO-NPUIOXKEeHWNN. Pa3zpaboTaeTe CKpUMNTHI
014 NMOMCKa M IKCNyaTaunm ya3BMMOCTEN,
cuctemy GUNbTpaLMmM M CaHUTU3aLNN
MONb30BaATEIbCKOro BBOAA

OcBouTe MeToAbl N MHCTPYMEHTbI MPaBOBbIX
N DTUYECKUX aCMNEKTOB POPEHINKMU,
couManbHOM MHXEHEPUN N ULLINHTA.
Co3gaguTe oTyeTbl 06 aHanm3e UMPpPoBbIX
OOKa3aTeNnbCTB, COCTaBUTE MJaHbl OEeNCTBUI
M npouenyp B cfiydae MHLMOEHTOB
MHPOPMALMOHHOM 6e30MacHOCTU


https://drive.google.com/drive/folders/100fqbEy4mgPYouf6Zu78Sm1Y2roXftrW?usp=share_link
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MHOTOMPO®UAbHbIV LEEHTP KBAAVDUKALLMN YHUBEPCHUTET

Pa3paboTumku 1 NpernogaBaTenn HallMx NPorpaMmm — MexXayHapoaHOMPU3HaHHbIe 3KCMepThl,
PYKOBOOUTENM KPYMHbIX N T-NPOeKToB,

N
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o KaK NpoOUTHN permcrpaumio Ha 6ecriylaTHyIo nporpamMmmy

3aMan Ha Hall CawT.
o OcTaBb 3a94BKY M MOMYYU CChINKY
Ha noapo6Hy MHCTPYKLUIO

Cobepu NnakeT AOKYMEHTOB,
COrNacHO NONYYEHHOW MHCTPYKLUMN,
M BbINO/THW YKA3aHHYO B HEN
nocnegoBaTelbHOCTb AENCTBUMN

MNony4yn cnpaBKy 06 o6y4eHUu
B LUKOME, KONMemMKe UMM TEXHUKYME

Mponan perncrpauuio
Ha nopTane Focycnyrm

Bbi6epn 0OAUH U3 TPeX HaLuMUX
KYPCOE B MEHIO KYPCOB MPOEKTa,
COrMTAaCHO MHCTPYKLMM

)‘K,El,l/l OT HacC npurnau.leva,
I'Ipl/l OTcyTCTBl/IM — MWW B Texrlon,,u,ep»(Ky, "
COMMacHO MHCTPYKLMUM
[0}
&P
N

O

O
s €

[Ona onpegeneHna ypoBHA MporpaMmmbl
Kypca nponan eanHoe ExXonHoe
TECTUPOEBAHME, COMMAaCHO MHCTPYKLMN
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Y4ye6HbIN LEeHTpP
KPyNnHeuLwen pocCCUUCKOM
cetn «<PYKOH»

NpenopaBaTtenu
M DKCNepTbl — NPaKTUKU

NMocToaHHOE
B3aMMoaeumcreue
C NpeanpuaTuaIMm
N 6MU3HecoMm

Pa3BUTbIX KOMBIOHUTU-
MeHeaA)KMEeHT U cuctema
noaaep)XXKu obyvamowmxcs

https://uenb-o6yueHue.pd +7 (962) 345-06-00

20.35 ®CA), €@ |boeambr

Bonee 5 000 06y4YeHHbIX
nosib3oBaTesiemn

OavH U3 nupepoB

OHJITAaNH-06yYeHuUs
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[lo BCceM BOMPOCaM Thbl BCerga MOXellb 06paTUTbca
B HaLLy Cy>KOy 3ab60Thbl.

Haw MeHepykep, OkcaHa, 0693aTelbHO NMOoMoXKeT Tebe!
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